Netscout Launches Arbor Edge Defense for Enterprise DDoS Security
Netscout is aiming to help enterprises block both inbound and outbound threats with its Arbor Edge
Defense security system.

Netscout Systems announced its Arbor Edge Defense security system on Oct. 23, providing
organizations with automated inbound and outbound protection against threats.
The AED technology, which Netscout is positioning as a stateless technology that blocks cyberthreats, is deployed at the perimeter of an enterprise network. AED also provides distributed denialof-service (DDoS) protection for attacks of up to 40 Gbps in bandwidth volume. Additionally, AED is
capable of blocking threats that emanate from inside an enterprise, such as botnet traffic and
connections to known bad URLs.
"Arbor Edge Defense provides both the first and last line of defense. The first line is DDoS mitigation,
which can sometimes be a smokescreen for other persistent activities," Adam Bixler, director of
product management at Arbor Networks, the security division of Netscout, told eWEEK. "The last line
is, we're catching things that are calling out of the network and using our point of enforcement to
control any potential attack expansion."
Netscout acquired Arbor Networks in July 2015, and with the purchase acquired Arbor's Availability
Protection System (APS) for DDoS. Bixler was previously the co-founder and COO of Efflux Systems,
which Netscout acquired in July 2017. Efflux was a seed stage cyber-security startup primarily
focused on behavioral analysis for internal traffic analysis, Bixler said.

"We're actually building a complementary product on the Netscout side right now," he said. "But
what we looked at first was using the existing stateless high-speed packet processing technology that
was in APS to roll out Arbor Edge Defense, which will key into our larger behavioral analytics offering
that's coming hopefully next year."
Arbor Edge Defense
In Bixler's view, next-generation firewalls act as stateful monitoring devices and often integrate
intrusion prevention system (IPS) capabilities. He added that there is an opportunity for more
reputation-based blocking to occur outside the firewall and to take that load off the firewall itself,
which is where the Arbor Edge Defense technology fits in. AED also can act as a Traffic Intelligence
Gateway (TIG), providing a way for organizations to operationalize reputation-based intelligence that
comes from different threat intelligence providers.

