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Expert Packet Conditioning for Scalable Visibility Network

Packet Flow eXtender (PFX) is a software application enabling expert packet conditioning 
for service assurance and cybersecurity monitoring. The solution is built on the NETSCOUT 
�–�Q�4�Q�L�6�W�U�H�D�P�1�*���S�O�D�W�I�R�U�P���D�Q�G���I�U�D�P�H�Z�R�U�N���O�H�Y�H�U�D�J�L�Q�J���S�D�W�H�Q�W�H�G���W�H�F�K�Q�R�O�R�J�L�H�V�����$�V���S�D�U�W���R�I���W�K�H��
�Q�*�H�Q�L�X�V® Packet Flow System (PFS) portfolio, PFX integrates with NETSCOUT’s broad set of packet 
�E�U�R�N�H�U���S�U�R�G�X�F�W�V���W�R���H�Q�D�E�O�H���H�[�S�H�U�W���O�H�Y�H�O���F�D�S�D�E�L�O�L�W�L�H�V�����V�X�F�K���D�V���1�H�W�)�O�R�Z���J�H�Q�H�U�D�W�L�R�Q���D�Q�G���–�3�b�W�X�Q�Q�H�O��
�W�H�U�P�L�Q�D�W�L�R�Q�����7�K�H���3�)�;���D�S�S�O�L�F�D�W�L�R�Q���U�X�Q�V���R�Q���P�X�O�W�L�S�O�H���–�Q�4�Q�L�6�W�U�H�D�P�1�*���K�D�U�G�Z�D�U�H���D�S�S�O�L�D�Q�F�H�V���D�Q�G���R�Q��
�V�H�Y�H�U�D�O���[�������V�H�U�Y�H�U���S�O�D�W�I�R�U�P�V�����S�U�R�Y�L�G�L�Q�J���V�F�D�O�D�E�L�O�L�W�\���R�Q���G�H�P�D�Q�G���L�Q���D���F�R�V�W���H�•�H�F�W�L�Y�H���P�D�Q�Q�H�U��

�–�Q�4�Q�L�6�W�U�H�D�P�1�*���D�V���)�R�X�Q�G�D�W�L�R�Q���I�R�U���3�)�;

�–�Q�4�Q�L�6�W�U�H�D�P�1�*���L�V���D���U�H�D�O���W�L�P�H���S�D�F�N�H�W���D�Q�D�O�\�V�L�V���S�O�D�W�I�R�U�P���W�K�D�W���S�U�R�Y�L�G�H�V���W�K�H���I�R�X�Q�G�D�W�L�R�Q���I�R�U���3�)�;����
�–�Q�4�Q�L�6�W�U�H�D�P�1�*���G�H�O�L�Y�H�U�V���D���K�L�J�K���S�H�U�I�R�U�P�D�Q�F�H�����V�F�D�O�D�E�O�H���H�Q�J�L�Q�H���I�R�U���H�[�S�H�U�W���S�D�F�N�H�W���F�R�Q�G�L�W�L�R�Q�L�Q�J��
and manipulation.

�:�L�W�K���–�Q�4�Q�L�6�W�U�H�D�P�1�*���D�V���L�W�V���I�R�X�Q�G�D�W�L�R�Q�����3�)�;���G�H�O�L�Y�H�U�V���W�K�H���S�H�U�I�R�U�P�D�Q�F�H���D�Q�G���V�F�D�O�L�Q�J���F�D�S�D�E�L�O�L�W�L�H�V��
�Q�H�H�G�H�G���W�R���S�U�R�F�H�V�V���Q�H�W�Z�R�U�N���W�U�D�]�F���J�H�Q�H�U�D�W�H�G���E�\���P�L�O�O�L�R�Q�V���R�I���X�V�H�U�V���X�V�L�Q�J���K�X�Q�G�U�H�G�V���R�I���D�S�S�O�L�F�D�W�L�R�Q�V����
It delivers feature velocity and agility, independent of the underlying hardware platform. The 
�F�R�P�P�R�Q���D�U�F�K�L�W�H�F�W�X�U�H���D�F�U�R�V�V���D�O�O���–�Q�4�Q�L�6�W�U�H�D�P�1�*���D�S�S�O�L�F�D�W�L�R�Q�V���D�O�V�R���P�H�D�Q�V���V�K�R�U�W���O�H�D�U�Q�L�Q�J���F�\�F�O�H�V���I�R�U��
�–�7���S�H�U�V�R�Q�Q�H�O���D�Q�G���R�S�H�U�D�W�L�R�Q�D�O���H�]�F�L�H�Q�F�\��

�)�L�J�X�U�H���������(�[�S�H�U�W���3�D�F�N�H�W���&�R�Q�G�L�W�L�R�Q�L�Q�J���Z�L�W�K���3�)�;��

�$�V���V�K�R�Z�Q���L�Q���)�L�J�X�U�H���������3�)�;���F�R�Q�Q�H�F�W�V���W�R���D�Q�\���W�\�S�H���R�I���Q�H�W�Z�R�U�N���W�K�U�R�X�J�K���7�$�3���D�Q�G���6�3�$�1���S�R�U�W�V����
including IP tunneled connections for expert packet conditioning before forwarding desired 
�W�U�D�]�F���W�R���W�K�H���W�R�R�O���I�D�U�P�V�����3�)�;���H�D�V�L�O�\���L�Q�W�H�U�F�R�Q�Q�H�F�W�V���Z�L�W�K���D���P�X�O�W�L�W�X�G�H���R�I���R�W�K�H�U���3�)�6���S�U�R�G�X�F�W�V���I�U�R�P��
�1�(�7�6�&�2�8�7���R�U���H�Y�H�Q���Z�L�W�K���W�K�L�U�G���S�D�U�W�\���S�D�F�N�H�W���E�U�R�N�H�U�V���W�R���I�R�U�P���W�K�H���G�H�V�L�U�H�G���V�R�O�X�W�L�R�Q���F�R�Q�4�J�X�U�D�W�L�R�Q��

�:�K�L�O�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���E�H�Q�H�4�W���I�U�R�P���H�Q�G���W�R���H�Q�G���Y�L�V�L�E�L�O�L�W�\���I�R�U���W�K�H���H�Q�W�L�U�H���Q�H�W�Z�R�U�N�����W�K�H���F�K�D�O�O�H�Q�J�H���L�V���W�R��
�4�Q�G���D���U�L�J�K�W���V�L�]�H�G���V�\�V�W�H�P���W�K�D�W���P�H�H�W�V���W�K�H���Q�H�H�G�V���D�W���D���S�D�U�W�L�F�X�O�D�U���O�R�F�D�W�L�R�Q���L�Q���W�K�H���Q�H�W�Z�R�U�N�����3�)�;���R�•�H�U�V��
a range of appliances and software options suitable for deploying in multiple topologies for 
�G�L�•�H�U�H�Q�W���V�L�]�H���L�Q�V�W�D�O�O�D�W�L�R�Q�V���I�U�R�P���V�P�D�O�O���W�R���O�D�U�J�H���H�Q�W�H�U�S�U�L�V�H���D�Q�G���V�H�U�Y�L�F�H���S�U�R�Y�L�G�H�U���G�D�W�D���F�H�Q�W�H�U�V�����7�R��
solve scalability and monitoring needs of very large environments, multiple PFX systems can be 
deployed to provide virtually unlimited scalability.
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• Supports visibility deployments for 
cybersecurity and service assurance

• �%�X�L�O�W���R�Q���–�Q�4�Q�L�6�W�U�H�D�P�1�*™ platform and 
architecture framework

• Investment protection and reduced TCO

• Flexibility with appliance and 
�V�R�I�W�Z�D�U�H�b�R�S�W�L�R�Q�V

• �$�G�G���R�Q���W�R���D�Q�\���1�(�7�6�&�2�8�7® Packet Flow 
System (PFS) or third-party network 
�S�D�F�N�H�W�b�E�U�R�N�H�U

•  Single appliance used with the 
�Q�*�H�Q�L�X�V�2�1�(® platform for network and 
�D�S�S�O�L�F�D�W�L�R�Q�V���V�H�U�Y�L�F�H���D�V�V�X�U�D�Q�F�H�����X�Q�L�4�H�G��
communications service assurance, 
cybersecurity, and IT operational analytics

• �3�R�Z�H�U�I�X�O���$�G�D�S�W�L�Y�H���6�H�U�Y�L�F�H���–�Q�W�H�O�O�L�J�H�Q�F�H� ���3�O�X�V��
���$�6�–�������W�H�F�K�Q�R�O�R�J�\���I�R�U���K�L�J�K���S�H�U�I�R�U�P�D�Q�F�H����
deep packet inspection and analysis

�Q�*�H�Q�L�X�V���3�D�F�N�H�W���)�O�R�Z��
�H�;�W�H�Q�G�H�U�b�6�R�I�W�Z�D�U�H

PACKET FLOW SWITCH

Expert Packet Conditioning 
Features to Help You Evolve and 
Scale Your Network Visibility 
Infrastructure – on Demand
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l  DATA SHEET  l  nGenius Packet Flow eXtender Software

�$�6�–�����I�R�U���–�Q�W�H�O�O�L�J�H�Q�W���'�H�H�S���3�D�F�N�H�W���&�D�S�W�X�U�H���D�Q�G���$�Q�D�O�\�V�L�V

�–�Q�4�Q�L�6�W�U�H�D�P�1�*���L�V���D���U�H�D�O���W�L�P�H���L�Q�I�R�U�P�D�W�L�R�Q���S�O�D�W�I�R�U�P���W�K�D�W���V�X�S�S�R�U�W�V���Q�H�[�W���J�H�Q�H�U�D�W�L�R�Q���–�7��
initiatives being implemented by enterprises to achieve their digital transformation business 
objectives. With intelligent, deep-packet capture and analysis, it provides IP intelligence from 
dedicated, always on, monitoring and continuous capture capabilities for real-time and back-
�L�Q���W�L�P�H���D�Q�D�O�\�V�L�V�����–�Q�4�Q�L�6�W�U�H�D�P�1�*���L�V���W�K�H���I�R�X�Q�G�D�W�L�R�Q���I�R�U���W�K�H���Q�*�H�Q�L�X�V�2�1�(���6�H�U�Y�L�F�H���$�V�V�X�U�D�Q�F�H��
platform to analyze packets traversing the network for rapid problem isolation and service 
delivery assurance.

�–�Q�4�Q�L�6�W�U�H�D�P�1�*���K�R�V�W�V���$�G�D�S�W�L�Y�H���6�H�U�Y�L�F�H���–�Q�W�H�O�O�L�J�H�Q�F�H���3�O�X�V�����$�6�–�����������J�U�R�X�Q�G�E�U�H�D�N�L�Q�J���W�H�F�K�Q�R�O�R�J�\���W�K�D�W��
�G�H�O�L�Y�H�U�V���D���K�L�J�K���S�H�U�I�R�U�P�D�Q�F�H�����G�H�H�S���S�D�F�N�H�W���L�Q�V�S�H�F�W�L�R�Q�����'�3�–�����H�Q�J�L�Q�H���I�R�U���D�Q�D�O�\�V�L�V���R�I���Q�H�W�Z�R�U�N���W�U�D�]�F����
It generates highly scalable meta-data for comprehensive views of service, network, application, 
and server performance across complex multi-tier, multi-domain service delivery environments.

�)�H�D�W�X�U�H�V���	���%�H�Q�H�4�W�V

�)�H�D�W�X�U�H �'�H�V�F�U�L�S�W�L�R�Q���%�H�Q�H�4�W

�1�H�W�)�O�R�Z��
�*�H�Q�H�U�D�W�L�R�Q

• �*�H�Q�H�U�D�W�H�V���1�H�W�)�O�R�Z���Y�H�U�V�L�R�Q�V���Y�������Y�����D�Q�G���–�3�)�–�;

• �&�R�Q�4�J�X�U�D�E�O�H���D�F�W�L�Y�H���W�L�P�H�U

• Exports to up to four (4) NetFlow destination collectors

• Detail Flow statistics

�–�3���7�X�Q�Q�H�O��
�7�H�U�P�L�Q�D�W�L�R�Q

• �7�H�U�P�L�Q�D�W�H�V���*�5�(���W�X�Q�Q�H�O�H�G���W�U�D�]�F�����H���J�����1�9�5�*�5�(�����(�5�6�3�$�1�����D�Q�G���I�R�U�Z�D�U�G�V��
packets to tools

• Combines tunnel termination with protocol header stripping/de-
encapsulation

• �6�X�S�S�R�U�W���I�R�X�U�����������–�3���Q�H�W�Z�R�U�N���S�R�U�W�V���Z�L�W�K���P�X�O�W�L�S�O�H���*�5�(���W�X�Q�Q�H�O�V���R�Q���H�D�F�K��
physical IP network port

Packet  
�'�H���G�X�S�O�L�F�D�W�L�R�Q

• De-duplication based on L2 only, L3 only, or L2 & L3

• �&�R�Q�4�J�X�U�D�E�O�H���E�X�•�H�U���G�H�S�W�K

• De-duplication statistics

Header Stripping • �5�H�P�R�Y�H���X�S���W�R���V�H�Y�H�Q�����������0�3�/�6���O�D�E�H�O�V

• �5�H�P�R�Y�H���*�5�(�����/���*�5�(���1�9�*�5�(�����D�Q�G���(�5�6�3�$�1���K�H�D�G�H�U�V

• Cisco Fabric Path

• �7�5�–�/�/

PACKET FLOW SWITCH
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