NETSCOUT

HIGHLIGHTS

4- and 8-port models handle up to 20
Gbps and 40 Gbps of bidirectional traffic
respectively

- Two or four 1/10Gbps network ports

- Plus, two or four 10Gbps monitoring
tool ports

Passive (out of band) and active (inline)
deployment options with nGenius® Packet
Flow Switches chaining multiple service
assurance and security tools

SSL/TLS encryption and decryption for SSL
3.0, TLS 1.0, TLS 1.1, TLS 1.2,and TLS 1.3
and SSH

Supports encryption keys of different types:
- Static and ephemeral (dynamic)

- Symmetrical and asymmetrical
Supports multiple hashing algorithms
Management via CLI and Web Ul

Policy based selection decryption
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nGenius Decryption Appliance

In an effort to ensure privacy and security of data, encryption of network traffic is often a
common practice. SSL/TLS has become the dominant stream-oriented encryption protocol and
now constitutes a significant and growing percentage of traffic in the enterprise LAN and WAN,
as well as throughout service provider networks. It has proven popular as it is easily deployed by
software vendors, while offering privacy and integrity protection.

The nGenius Decryption Appliance (NDA) enables encrypted traffic inspection of SSL/TLS while not
compromising the use of SSL/TLS or reducing performance. It is deployed as a transparent inline
bump-in-the-wire (BITW) device, enabling it to be used in L2 or L3 environments without having to
re-architect networks or configure client devices to explicitly send traffic to proxies. In this mode, the
nDA feeds decrypted traffic to inline or passive service assurance and security tools. Alternatively,
nDA can be deployed as a passive out of band appliance to decrypt and feed traffic to passively
attached service assurance and security tools. When combined with the NETSCOUT® nGenius Packet
Flow Switches (PFS), service chains comprised of multiple inline or passive tools can also be created.
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Figure 1: nGenius Decryption Appliance deployed with passive and active security tools.

nDA-2725 | 4-Port 1/10 GbE SFP28
nDA-4835 | 8-Port 1/10 GbE SFP28
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SPECIFICATIONS

Characteristic

Network Ports
Monitoring Ports

Management Port

CPU

Memory
Storage
Embedded OS
Rack Unit

Dimensions

Weight
Mounts

Power Rating (AC)

Maximum Consumption (AC)

Heat Dissipation (AC)

Power Rating (DC)

Maximum Consumption (DC)

Heat Dissipation (DC)

Vibration

Operating Temperature

Operating Humidity
Altitude
Mechanical Shock

Regulatory Approvals

NETSCOUT
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info@tucana.com listed on the NETSCOUT website at: www.netscout.com/company/contact-us

www.tucana.com

D-02725-XSJA1

2-Port 1/10 GbE SFP+
2-Port 10 GbE SFP28

2 RJ-45 1/10GBASE-T
1 IPMI TO00BASE-T
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D-04835-XSJA2

4-Port 1/10 GbE SFP+
4-Port 10 GbE SFP28

2 RJ-45 1/10GBASE-T
1 IPMI 1000BASE-T

Single Skylake 22-core 2.1Ghz Dual Skylake 22-core 2.1Ghz
96GB 192GB

4x 8TB HDDs in RAID 5 4x 8TB HDDs in RAID 5
Solid State Drive (SSD) dedicated to Linux® OS

1 Rack Unit (1RU)

1.7 in (43 mm) Height
17.2in (437 mm) Width
25.6in (650 mm) Depth
38 Ibs. (17.24 kg) 40 Ibs. (18.2 kg)
Rack mount side rails included

700W/750W hot swappable, redundant, auto-ranging
700W: 100-140 VAC, 50-60 Hz, 8.0-6.0 Amp
750W: 200-240 VAC, 50-60 Hz, 4.5-3.8 Amp

100V, 3.9A, 400W, 1365 BTU/Hr

1999 BTU/hr

1+1 hot-swappable, redundant -48VDC, 650W, 20A (x2)
12A, 581TW

1982 BTU/hr

0.25G from 5-200Hz for 15 minutes

41° to 95°F (5° to 35°C)

8% - 90% (non-condensing)

-50 to 10,000 ft (-16 to 3,048 m)

1 shock pulse up to 20G for up to 2.5 ms

Regulatory Model Number: NV51U, FCC Part 15 Class A, CE Mark (EN55032 Class A, EN 55024, EN 61000-3-2, EN
61000-3-3), VCCI (Japan) Class A, RRA (Korea) KC Cert #: R-R-NSZ-NV51U, CCC Class A (China), EAC (Russia), BIS (India),
UL- C of C (Mexico), CM (Morocco), UL 60950-1, CAN/CSA C22.2 No. 60950, IEC 60950-1, EN 60950-1, CB Report

Corporate Headquarters
NETSCOUT Systems, Inc.
Westford, MA 01886-4105
Phone: +1 978-614-4000
www.netscout.com

Sales Information Product Support

Toll Free US: 800-309-4804 Toll Free US: 888-357-7667
(International numbers below) (International numbers below)

NETSCOUT offers sales, support, and services in over 32 countries. Global addresses, and international numbers are
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